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COMPREHENSIVE CYBERSECURITY
FOR SUPERYACHTS

As the first company to introduce cybersecurity solutions to

the superyacht market in 2019, VBH continues to lead the way
with Cyb-R, our latest Cyber Resilience program. Cyb-R ensures
complete protection of your yacht's digital ecosystem, offering
full peace of mind against evolving cyber threats.

Unlike traditional solutions that rely on proprietary hardware or
software, Cyb-R utilizes the best available tools and technologies,
fully adaptable to any yacht's existing systems.

Tailored to meet your specific needs, Cyb-R delivers security
across the five core functions of the NIST Cybersecurity
Framework: Identify, Protect, Detect, Respofid, and Recover.
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OUR APPROACH

TAILORED TO YOUR NEEDS

Cyb-R is designed with flexibility in mind, adapting to the specific requirements of each yacht. Whether it's a new
build, a refit, or ongoing management, our unique Cyber Resilience Program integrates effortlessly into your yacht's
operations.

If your yacht already has certain cybersecurity measures in place, we can complement and enhance those systems,
addressing only the gaps or weak areas. This approach provides comprehensive protection through the NIST
Cybersecurity Framework while ensuring your existing investments are fully leveraged.

IDENTIFY
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We meticulously assess your yacht's digital ecosystem,
documenting all hardware and software, and conduct
thorough risk and vulnerability assessments to pinpoint
areas of concern.

PROTECT

We implement state-of-the-art security measures,
including advanced firewalls, secure Wi-Fi systems,
and antivirus/antimalware solutions to ensure that all
systems are fortified against potential threats.

/@ DETECT

Our continuous monitoring and advanced detection
systems keep vigilant watch over your yacht's network,
identifying suspicious activities and alerting the relevant
parties instantly.

¢ RESPOND

[ | In the event of a cyber incident, Cyb-R's rapid response
protocols minimize damage and swiftly restore
operations, guided by a detailed incident response plan.

RECOVER

Our recovery solutions ensure that your yacht's systems can
be quickly restored to full operation, with comprehensive
;\ disaster recovery plans and backups in place.
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A HOLISTIC SOLUTION

PART OF OUR DIGITAL INTEGRATION LINE

Cyb-Ris part of VBH's Digital Integration line, a concept that differentiates itself from traditional system integration
by focusing on the « WHY» and «HOW IT FEELS» for the end-user.

Unlike traditional approaches that center around technical functionality, Digital Integration is designed to benefit
every client by ensuring that technology not only enhances the user experience but blends effortlessly into the
yacht's ecosystem. In essence, Cyb-R embeds cybersecurity into the fabric of daily life onboard—always present
yet never intrusive.

HOLISTIC PROTECTION /—
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Cyb-R offers a comprehensive solution that covers all
aspects of the yacht’s digital ecosystem, ensuring it
remains secure against evolving threats.

LIFESTYLE ADAPTABILITY /=
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Cyb-R offers customizable solutions that adapt to the
specific needs and lifestyles of yacht owners, guests,
and crew. The service adapts to different scenarios,
requirements, and onboard preferences, ensuring a
smooth and personalized experience for all.

COMPLETE PEACE OF MIND {
With Cyb-R, your yacht is protected 24/7 by a robust ¢
process that incorporates the most advanced tools
and technologies, while also aligning human behavior
onboard to mitigate risks.

FUTURE-PROOF FLEXIBILITY

Cyb-R offers full adaptability through non-proprietary
technologies, allowing your system to evolve and grow
with your yacht's needs. Its customizable, building-
blocks approach delivers the exact level of protection
required—whether addressing one or two of the five core
functions or providing a full end-to-end solution.
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SEAMLESS INTEGRATION

Cyb-R integrates effortlessly into your existing systems—
whether your yacht is a new build, undergoing a refit,
or in ongoing management—with a minimal technical

footprint.

"y With Cyb-R, you gain more than a product—you gain a cybersecurity partner.



INNOVATE
INTEGRATE
INSPIRE

info@vbhi.com

vbh_international



